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1. Overview

1.1. Introduction

About TeamViewer

TeamViewer is a simple, fast and secure remote control application. You can use
TeamViewer for the following scenarios:

=  Give add-hoc remote support to colleagues, friends or customers.
=  Administer Windows server and workstations.

=  Share your desktop for online-presentations or collaboration.
How TeamViewer relates to DynGate

TeamViewer can make use of DynGate (Firewall Router). Together with DynGate
TeamViewer can communicate across firefall barriers and proxys without any
need for special firewall configurations. DynGate works with static and dynamic
IP-Adresses.

DynGate integrates so smart in TeamViewer that you'll forget they are two
products. While TeamViewer is a free solution, DynGate is a commercial product.

This manual describes the use of TeamViewer with and without DynGate.




1.2. TeamViewer related downloads

TeamViewer (Supporter Modul)

This is the full version of TeamViewer. Your can use this module to connect
to partners and to accept incoming connection requests.

© TeamViewer

Connection  Extras

e > Vour Details

R
o To connect please enter your
Reszivoid partner's |D here

»> Teariewer Mode

(%) REMOTE SUPFORT Desktop sharing ¢ Remote control
() PRESENTATION Show desktap to partner

O FILETRANSFER Share files

" Irvitation E-M ail Connect to Partner

TeamViewer Quick Support (Customer Module)

This is a "Single EXE application™. You can accept incoming requests but can't
start any outgoing requests. Typically you'll give this module to your customers.
You can build a customized version (logo and welcome text) of TeamViewer
QuickSupport in the download section of our homepage. Please notice, that
TeamViewer QuickSupport only runs in combination with DynGate.

TeamViewer QuickSupport

Please tell your partner the following
1D to connect to your desktop.

D Password

DynGate

DynGate is a firewall router. For further information pease read How
TeamViewer relates to DynGate above. TeamViewer loads DynGate




dynamically when starting. But there's also a setup package on our website for
it.

TeamViewer Manager

TeamViewer Manager is a comfortable database application that manages your
connections and your partner data. For further information please read the
TeamViewer Manager manual.
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1.3. About this manual

Trademarks

Windows® and Internet Explorer® are registered trademarks of the Microsoft
Cooperation.
Java® is a registered trademark of Sun Microsystems Inc.

Reporting Errors

Please report errors in this manual to support@teamviewer.com.




2. Installation

2.1. Client- and Host Mode Installations

Before you install TeamViewer you should take notice of the fact, that
TeamViewer can be installed in two different modes:

Client Mode:

= TeamViewer will be installed as a normal windows application.

= You'll have to start TeamViewer manually if you want to give remote
support, consume remote support, or do an online-presentation.

= |If you quit TeamViewer your machine is reachable no more.

= TeamViewer creates a new session password whenever you start it. Your
computer is only reachable for persons you gave the password. As the
password changes with each start, a person that has connected to your
PC before is not able to connect again until you give away your new
password. So nobody can get permanent control over your PC.

= This is the default mode and fits perfect for the most situations.
Host Mode:

=  TeamViewer will run during your whole windows session.

= TeamViewer can be installed as a windows service - so your computer is
reachable even before you logged in to windows.

= You setup a permanent password for authentication.

=  Your computer is reachable whenever your computer is on.

Note: You can also switch between Host Mode and Client Mode later in the
options dialog of TeamViewer. For further information read Host Mode tab




2.2.

Installing TeamViewer in Client Mode

Start the setup-file you downloaded - a wizard leads you through the installation

steps:

1.

Welcome Screen
Click on Next to continue the installation process.

Choose Installation Type
Check Client Mode installation.

Licence Agreement
Read the Licence Agreement, check | accept the terms in the Licence
Agreement if you agree, click on Next to continue.

Choose Install Location
Choose your destination folder for the installation and click on Next to
continue.

Choose Start Menu Folder
Choose the start menu folder where the TeamViewer shortcuts should be
placed into. Click on Install to start the installation.

Installation complete
Click on Next to continue.

Completing the TeamViewer Setup Wizard
Click on Finish to Close the wizard.

Note: You find further informations belonging to Client- and Host-Mode under
Client and Host Mode Installations.




2.3.

Installing TeamViewer in Host Mode

Start the setup-file you downloaded - a wizard leads you through the installation

steps:

1.

Welcome Screen
Click on Next to continue the installation process.

Choose Installation Type
Check Host Mode installation.

Licence Agreement
Read the Licence Agreement, check | accept the terms in the Licence
Agreement if you agree, click on Next to continue.

Configure Host Mode

Check run TeamViewer as service if you like to access your computer
even if nobody is logged in to Windows®. Set a secure password in the
password textbox.

Choose Install Location
Choose your destination folder for the installation and click on Next to
continue

Choose Start Menu Folder
Choose the start menu folder where the TeamViewer shortcuts should be
placed into. Click on Install to start the installation.

Installation complete
Click on Next to continue.

Completing the TeamViewer Setup Wizard
Click on Finish to Close the wizard.

Note: You find further informations belonging to Client- and Host-Mode under
Client and Host Mode Installations.




2.4. Activating DynGate

To activate your licence
1. Click on the DynGate Icon E] in the System Tray with the right mouse
button
Choose Activate Licence
Enter your licence code

Click on Activate Licence

v s oo

Your DynGate licence is activated now

License Activation |Z|

Current license;  Trial

Please enter your license code to update to another
license,

License code : | 09-31001-25284 7 - |

[ Buy Mow ] [ActwateLicense] [ Cancel ]

A new DynGate license has been activated on this
compuber!

©ld License: Trial
Mew License: Enterprise Concurrent {13

[ License Info ] L Ok ,I




3. Running Connections

3.1. Connecting to a partner (add-hoc)

This chapter describes how to connect to a partner by either using TeamViewer
at both sites or using TeamViewer QuickSupport on your partners site. DynGate
is used for enabling the connection.

1.

ok 0D

Start TeamViewer on your computer.

Ask your partner to start TeamViewer or TeamViewer QuickSupport.
Ask your partner for his Partner-1D and the session password.

Enter the Partner-1D in the textbox Enter Partner's ID.

Choose your TeamViewer Mode:

= Remote Support
Enables Desktop Sharing and Remote Control.

= Presentation
Shows your desktop to your partner.

= Filetransfer
For simple Filetransfer.

Click on Connect to Partner.
The Dialog TeamViewer Authentication opens.

Enter the session password.

You are connected to your partners computer.




© TeamViewer

To connect please enter your
Password _ partrier's |0 here

»> Teamiewer Mode

&) REMOTE SUPPORT Desktop sharing ¢ Remate control
) PRESENTATION Shaw desktop ta partner

O FILETRANSFER Share files

| ‘ Irvitation E-M ail i Connect to Partner ||

The TeamViewer main window on your site.

TeamViewer QuickSupport

Flease tell your partner the following
1D to connect to your desktop.

D Password

& -

Please enter the session password
that iz displayed on your partner's
computer

The authentication dialog.
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3.2. Connecting to a partner in the local network

When connecting to a partner in the local network there is no need for DynGate
firewall routing. Of course you can use DynGate routing, but a direct connection
is naturally faster (depending on your network performance).

1.
2.
3.

Start TeamViewer on your computer.
Ask your partner to start TeamViewer.

Enter the IP-Adress in the textbox Enter Partner's ID of your partners
computer. (If you're running a DNS-Server you can of course use the
computer-name instead).

Choose your TeamViewer Mode:

= Remote Support
Enables Desktop Sharing and Remote Control.

= Presentation
Shows your desktop to your partner.

= Filetransfer
For simple Filetransfer.

Click on Connect to Partner.
The Dialogue TeamViewer Authentication opens.
Enter the session password.

You are connected to your partners computer.

11




& TeamViewer

o To connec please enter your
Earebi periners D here

»» Teamtiewer Mode

(%) REMOTE SUPPORT Desktop sharing ¢ Remote control
(O FRESENTATION Show desktop to partner

O FILETRANSFER Share files

Irvitation E-Mail Connect to Partner |

In case of local connections you can enter the IP-Adress instead of the partner ID
in the file Enter Partner's ID. TeamViewer creates a fast point-to-point connection then.

Note: Connecting to a LAN-Partner by IP-Adress is not possible with
TeamViewer QuickSupport.

Note: You can completely disable DynGate if you only use TeamViewer for direct
TCP/IP connections

12




3.3. Remote Control

The remote Window

This chapter discusses the possibilities when you're already connected. For help
on establishing the connection please see Connecting to a partner.

In the remote control window you can control your partners computer as if you
were sitting in front of it. You can use your keyboard and your mouse for
steering your partners computer.

-.|.¢y_[_.! P

Systemn and Lbzer Accounts and
Maintenanos Family Safety

et started wath Whndows o Lot Pl
Back up yaur computer L.

2 Sequrity
©

Check this computer's L

smcusiny stitus 3
t’ etwork aned

Internat

=
Whew nebwnrk tatar and
ik

Hardwara and
ﬁ Seurd
- gt

_ e of Accens

Weira virm 1M et T
. Dl 5304

The TeamViewer Remote Window.
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Remote Window Actions

In the titlebar of the application the name of the PC and the DynGate id is
shown. There is a toolbar under the titlebar with icons for the following actions:

®

VS ' I o

[ }]

-

Close Connection
Quits the current connection and closes the remote window.

Refresh Screen
Forces a screen refresh for cases when the automatic refresh failed.

Show Connection Options
Opens the connection settings dialog.

Open Chat
Opens a chat window.

Open File Transfer

Opens a file transfer window which allows you transfers files from and to your partners
computer.

Disable Remote Input

Deactivates mouse- and keyboard Input on the remote machine.

Enable Remote Input

Reactivates mouse- and keyboard input on the remote machine. Only availabe if your

clicked on Disable Remote Input before.

Select single window

Allows you to select a single window on the remote machine. A crossed threads cursor
appears, click on the window of your choice . After that only this window is transferred
to your screen.

Select full desktop
Click on this icon to show the remote computers whole desktop again (only available
after you clicked on Select single window before).

Request Server Mode
Click on this button to request server mode after that your partner can control your
computer.
Toggle Full Screen Mode
This button toggles between 3 states:
= |n the initial state your partners desktop is transferred to your Remote Window.
If your partners screen resolution is to big the screen is scaled down.
= By clicking once on this button you switch to unscaled mode. If your partners
screen resolution is to big vertical and horizontal scrollbars appear.
= By clicking a second time on this button the remote control window changes
from windowed to full screen mode.

Ctrl Alt Delete
This button sends a ctrl alt delete command to the remote computer. Please note, that
this button is only available if your partners TeamViewer runs as a Windows® service.

14




Server Control Actions

T
® 8

On the side of the partner that is consuming remote support a small window
(the server control window) offers several options:

@ Close Connection
Quits the current connection.
E Open Chat
Opens a chat window.
P Request Client Mode
Toggles the direction, so your partner can control your PC. (This Button only appears if

you clicked on Request Server Mode before) - by changing the direction once you allow
your partner to change the direction again later.

Note: To use Windows Shortcuts on the remote machine press Scroll-Lock on
your keyboard.

15




3.4. Presentation

In presentation mode your desktop is transferred to your partners PC. A little
control window gives you control over the presentation session:

931000 =
®@ 8 & 5 » O

Use the TeamViewer Presentation Control Window to manage your presentation session.

@ Close Connection
Quits the current connection and closes the remote window.

E Open Chat
Opens a chat window.
ﬂ* Show Connection Options
Opens the connection settings dialog.

Remote Input Disabled

This is the default mode. Your partner can only view your desktop. Your partners
mouseclicks are transferred as red dots to your monitor - so your partner can highlight
interesting points of your presentation.

[}

0 Remote Input Enabled

= Enables remote input, so both - your and your partner can control your desktop.
Select single window
Allows you to select a single window. After that only this window is transferred to your
T

partners screen. Click on the Select single window icon and drag it to a window of your
choice. Please note, that the full desktop is transferred again, if you close the window.

Select full desktop
E Click on this icon to show the your whole desktop again (only available after you
clicked on Select single window before).

Pause
] Freezes your monitor -so you can do things on your desktop your partner should not
see.

Continue
Only available after you clicked on Pause before. Transfers your live screen again.
Refresh Screen

Forces a screen refresh on your partners side for cases when the automatic refresh
failed.

t
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3.5. Presentation to a webpage

As an alternative to TeamViewer QuickSupport you can transfer your desktop to
a webpage for presentations. The webpage uses a Java Applet® for the
presentation. As Java® is installed by default on most computers, users do not
have to run an executable for the presentation.

Doing a webpage based presentation:

1. Ask your partner to visit the following webpage
http://master.dyngate.com/java/YourDynGatelD, where
YourDynGatelD should be replaced with your DynGate ID.

Ask your partner to enter your password in the password textbox.
Ask your partner to click o.k.

P vYour desktop is transferred to the webpage.

Team\Viewer Live Desktop

Fasseaet [ o

| (e

Note: You should always prefer a presentation to QuickSupport when possible.
Quick Support allows your partner to highlight interesting parts of your
presentation and to start a chat session. QuickSupport offers scaling when your
desktop is bigger than your partners desktop. Use TeamViewer Live Desktop if
your partner can't execute QuickSupport.

Note: If your partner sees only a red cross instead of the password dialog
Java® is either not installed or Java Applets® are not enabled.

17




3.6. Chat

The Chat Window allows you to chat with your partner. You can start the chat

window by clicking on the Open Chat Icon E in the remote window or in the
server control window.

chobn Does: Hello Mary
- s e

Moty Hagers: H ..
hobn Do | vl watal the revr update for you
“Maty Magor:: ok - do so

i

The TeamViewer chat window.

18




3.7. File Transfer

The File Transfer Dialog

The File Transfer dialog allows you to send files to and receive files from your
partners computer. There are two ways to start the file transfer dialog:

1. Click on the Open File Transfer Icon b‘ in the remote window.

2. Choose the TeamViewer Mode Filetransfer when starting the connection.

1C]-LocalDesk (|  AEMMOTE MACHINE

|CATemghupdatel

G (O Fae

1
leodowhw Lbytes  VOTR0061500 E’ & upgrade packoge... Z2bwtes DAAOT/2006 1500

e )
e
=

» 1 Filefs)/Folders) selocted lor ransler » 2 Fileds|Folderr]

MHimtoey WMIESFM Sarting Tranaler. Sending 1 Hsl.-folded!]ln!‘me Machne -~
» DATA0E 167, Serdrg Fis « C\lﬂm\!k\dﬂlm\lﬁ 'i n Pln WMHI M
e n.

Progress - Fie 11
Transfer compieted

The filetransfer dialog allows you to send and receive files and folders.
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File Transfer Actions

In the file transfer dialog you see your computer on the left and your partners
computer on the right half. There are a few buttons to control the file transfer

operations:

Send>>

<< Receive

Stop

<- Delete

<- New Folder

<- Rename

Minimize
Close

Sends the selected object (file, folder) from your
computer to the selected folder of your partners
computer.

Transfers the selected object from your partners
computer to the selected folder on your computer.
Stops a running operation.

(Only visible when a file operation is currently
running.)

Deletes the selected files or folders.

(This button is context sensitive, the arrow shows to
side where one or more objects are selected.)
Creates a new folder .

(This button is context sensitive, the arrow shows to
side where one or more objects are selected.)
Renames an file or folder.

(This button is context sensitive, the arrow shows to
side where one or more objects are selected.)
Minimize the file transfer dialog.

Closes the file transfer dialog.

Note: There are several security issues related to the subject file transfer.
Please read File Transfer & security for further information.

20




3.8. File Transfer & security

Before you continue reading please note, there are differences in the file transfer
related default behaviour between TeamViewer and TeamViewer QuickSupport.
This chapter discusses only the issues when connecting TeamViewer to
TeamViewer. For TeamViewer QuickSupport please read FileTransfer to
QuickSupport.

As file transfer operations are critical there are some security implementations in
TeamViewer:

Agreement To File Transfer Initialization

When your partner runs TeamViewer he has to accept incoming file transfer
requests. A Popup informs your partner — if he doesn't agree within 10 seconds
the file transfer is denied.

Accept File Transfer?

Your partner requests file transfer mode.

Do pou want to allow that?

CAUTION: With this option your partner gains
access to your file system!

Request will be rejected in 8 seconds.

When you start the file transfer your partner is informed and has to accept.
Agreement To Critical File Operations

When you start file system operations like creating folders, copying files,
deleting files or folders your partner sees a popup and must agree to these
operations. Please note that your partner can change this behaviour.

Allow File Operation?

Do you want ta allow the creation of folder

< C:\Memphtransfer » 7

Yer | | ‘esforal No

By default your partner must agree to file system operations in TeamViewer.

21




The File Transfer Logfile

On your partners site all filesystem operations are logged to a Logfile Window.

& TeamViewer filetransfer log

13:25:31: Filetransfer started

13: : display directory C:\

1: display directory C:\temp)

2: create directory C: \temp\share

2: display directory C:\temp!

7: display directory C:\templshare\
13:26:58: write flle C:\temp\share dbBadkup. bat
i :26:59: display directory C:\templshare\

13:
13:
13
13;

3:
13;

[ Forbid fietransfer!

The file transfer log dialog lists all file system operations on the remote computer.

22




3.9. File Transfer to QuickSupport

The idea behind the different default behaviours for file transfer security

implementations:

=  TeamViewer QuickSupport only runs when you start it explicitly, a
TeamViewer QuickSupport partner has no further information about
TeamViewer so everything should run very simple.

= TeamViewer itself can run in the background (for example as a system

service), so the default behaviour secures you from unwanted file

transfers.

File transfer Related Differences between TeamViewer and
TeamViewer QuickSupport

TeamViewer (default
settings)

QuickSupport

Initialization of
file transfer mode

Popup dialog informs
user. Partner has to
accept within 10 seconds
- if he doesn't the file

transfer mode is rejected.

Pop dialog informs
user. Partner can
reject the file transfer
mode - if he doesn't
the file transfer mode
is automatically
accepted.

Critical file system
operations
(creating, sending,
receiving,
deleting, ...)

Popup dialog informs
user. Partner has to
accept within 10 seconds
- if he doesn't the file
operation is rejected.

All file system
operations are
allowed.

File transfer log
window

All operations are shown.

All operations are
shown.

Behaviour
customizable

Yes

No

23




3.10.File Transfer Settings

You can configure the security level for incoming file transfer requests and
operations in TeamViewer. For further informations refer to the chapter Security

tab.

24




4. Options

4.1. General Tab
The General Tab offers some basic settings:

DynGate

= Use DynGate router
If you clear this checkbox no more DynGate Connections are possible —
which means no connections through proxies, firewalls and different
network segments. You can still use TeamViewer for LAN connections.

= DynGate Options
This button opens the DynGate options dialog, for further information
see DynGate Options.

Your ldentity

Enter your name or company name here. This text is shown to your partner in
remote- and chat sessions.

Misc. Options

= Connection Logging
Writes a logfile with your connection data. This logdfile is used for
TeamViewer Manager.

= Error Logging
Writes an error/debug logfile to your desktop.

25




General | Remte control | Presentation | Securty | Host Mode |

DynGate

Use DynGate router
The DunGate router allows simple and fast
connections aver the Intemet and helps to use
Teamliewer behind firewalls

DynGate Options

“rour | dentity

‘John Do

Mizc Options

Connection logging
Ene ooy

Teariviewer was designed ta be ver simple and
straightforward to use. in most cases changes to the
options are not required.

However, we want to give you the chaoice to select
many features and custamize TeamViewer ta your
requirements.

tdove the mouse over an item to get more
information.

[_ok ] [ Avbrechen | [ Dbemehmen |

The General tab offers some basic settings.

26




4.2. Remote Control Tab

The Remote Control Tab offers settings for the TeamViewer Remote Support
mode. The settings in this dialog are the default settings for all Remote Support
Connections. You may overwrite these settings during an active connection in
the Connection Settings dialog.

Display Options

=  Quality
Lets you choose between automatic quality selection (default -
automatically controls the quality depending on the established
connection performance), optimize quality, optimize speed and custom
settings. When you choose Custom settings the button Custom display
settings becomes active.

= Preset server scale
Scales down your partners desktop before it is transmitted. Decreases
used bandwith.

=  View only (no input)
You can only view your partners desktop when this checkbox is selected.
No input is possible.

= Disable server input
Disables input on your partners computer during the remote control
session. The additional check box Black Screen sets your partners
screen to black.

27




Scaling

= Use client side scaling
Client side scaling scales your partners monitor after the data is
transferred to your machine. Autoscaling automatically scales for best
fit, constant scaling lets you input a fix value.

© TeamViewer Options

General | Remate control | Presertation | Securty | Host Mode |

Display Options Teanviewer allows instant remote contral of a partner
Qually camputer anywhere on the [nternet, including full file
ity transfer and chat functionality,
Custam display settings
The default walues on this page can be modified
Freset seiver scale: 14 during & connection with the 'Connection options'
dialog
] ¥iew anly [na input)
[ Disable server input
Black screen
Soaling
Use client side scaling
® autascaling
) constant scaling by 100
Apbrechen

The Remote control tab lets you define the default settings for Remote Control
connections.

28




4.3. Presentation Tab

The Presentation Tab offers settings for the TeamViewer Presentation mode. The
settings in this dialog are the default settings for all Presentation Connections.
You may overwrite these settings during an active connection in the Connection
Settings dialog.

Display Options

=  Quality
Lets you choose between automatic quality selection (default -
automatically controls the quality depending on the established
connection performance), optimize quality, optimize speed and custom
settings. When you choose Custom settings the button Custom display
settings becomes active.

= Preset server scale
Scales down your partners desktop before it is transmitted. Decreases
used bandwidth.

Show only the window named

When selected only a specific window is transfered to your partners presentation
window. Please be sure to enter the complete window name. You can also limit
the presentation to a specific window with the Select Single Window button in
the presentation window.

29




General | Remote control | Presentation | Securty | Host Mods |

Display Options

The presentation mode is used ta show your desktop
to a partner, .. to demonstiate your products o o

Gieeaiy cliert
Custom display settings
Itis possible to set diferent qualiy options for remate
Preset server scale: 1/ control and presentations, this allows bo maximize:

speed on remate control, but maimize quality an
presentations
Show anly the window named

=f]

The Presentation tab lets you define the default settings for Presentation connections.
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4.4. Security tab

As the name says the settings on the security tab allows the configuration of
security critical settings.

Access Control

=  Security settings require Administrator privileges
When this checkbox is selected the security and the host mode tab are
only available for users with windows administrator privileges.

= Accept incoming connections
When this checkbox is selected no incoming connections are possible.
Clear this checkbox if you only want to allow outgoing connections.

=  Partner may block local input
When this checkbox is selected a partner can disable your mouse and
keyboard input and even set your screen to black. For further
informations see Connection Settings.

= Allow input from partner
Clear this checkbox to prevent mouse and keyboard input from your
partner, when your machine acts as a server.

= Allow file transfer
When this checkbox is selected filetransfers are possible in general. You
can specify in detail how file transfers should work:
= Always
All file transfer operations are allowed.
=  After confirmation
You must confirm each transaction.
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General | Remote control | F | Secuity | Host Mode |

Access Control

(] Security settings require &dministrator privileges
Accept incoming connections

Partrer may block local input

Allaw input from partner

Allow file transfer

O always
(@ after confrmations

Atter finishing last sexsion

‘ Mo action b ‘
Multiple connections
| Stop running connections v

Security and privacy are very important in
Tearizwer.

Al DynGate

connections offer 1002 secure client to

client encryption and these security settings here

allow differe:

nt levels of enhanced access control

Share anly the windaw named

o |

Choose whether you want to allow file transferto
'your machine. You can either allow all file transfer
operations or choose to be asked before each

operation.

0K__| [ Abbrechen | [ Obemehmen

The security tab offers several security settings.
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4.5. Host Mode

The Host Mode tab offers settings for enabling and configuring the TeamViewer
Host Mode. These settings overwrite the settings you entered during the
installation process. For detailed information about Client- and Host Mode please
read Client- and Host Mode Installations

Host Mode

= Use TeamViewer Host Mode
When checked TeamViewer runs permanently in the system tray until
you quit explicitly.

= Start TeamViewer automatically
A TeamViewer Shortcut is added to your autostart folder, so TeamViewer
starts automatically after your login.

= Install TeamViewer as a service.
Installs TeamViewer as a Windows® service. You can connect to
TeamViewer even before anybody is logged into windows.

= Disable TeamViewer shutdown
Disables users to close TeamViewer.

= Password
In Host Mode a fixed password is used instead of the dynamic session
password. Please be sure to use strong passwords.

© TeamViewer Options El

General | Remote cortrol | Presentation | Securty | Host Mods |

Host Mode
Use Teantiswer Host Mode Ih Host Mode TeamViewer will be constantly running
inthe system tray, allowing convenient connections

Stan TeamViewer automatically ta pour computer from arwhere on the Internet.

Team/iewer as service
TR IF pou install TeamViewer as a system service
[required ta reconnect after reboot] even remote reboat and logon to a locked
work station are possible.
[[] Disable Teamviewer shutdawn

Password

[_ok ] [ Avbrechen | [ Dbemehmen |

The Host Mode tab offers settings for enabling TeamViewer Host Mode.
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4.6. Connection Settings

The Connection Settings dialog informs you about the current connection and
offers some connection specific settings. You can overwrite the default settings
for the current connection here.

Settings

= Display Settings
Lets you choose between automatic quality selection (default -
automatically controls the quality depending on the established
connection performance), optimize quality, optimize speed and custom
settings. When you choose Custom settings the button Custom display
settings becomes active.

= View only (no input)
You can only view your partners desktop when this checkbox is selected.
No input is possible.

= Disable server input
Disables input on your partners computer during the remote control
session. The additional check box Black Screen sets your partners screen
to black.

= Server side scaling
Scales down your partners desktop before it is transmitted. Decreases
used bandwith.

= Use client side scaling
Client side scaling scales your partners monitor after the data is
transferred to your machine. Autoscaling automatically scales for best
fit, constant scaling lets you input a fix value.
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© Connection settings

Settings

Display settings
|Autumaﬁc quality selection v |

Custom display

[ view only
Disable server input
[Black screen

Status

Connected to: 2860907
Desktop geometry: 1280 x 1024 x 32
Bytes read: 57K
Bytes sent: 5K

Scaling

Server side scaling:

Use dient side scaling

() autoscaling
O constant scaling by

Encoding:
Colors used:

Tight encoding
256

The connection settings dialog overwrites the default settings for the current connection.

o e )
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4.7. DynGate Options

The DynGate options dialog offers special DynGate settings:
Basic Settings

= Logging
When selected DynGate writes a logfile on your desktop. This lodfile is
DynGate specific and may help us to find routing errors.

= Enable UDP
When selected DynGate tries to establish a fast UDP connection to your
partners DynGate. This is only possible if your partner has also enabled
UDP.

= Use port 80
DynGate tries to use port 80 for incoming connections. This will speed
up your connections if your firewall also accepts incoming connections
on port 80. This is because a direct connection between your DynGate
and your partners DynGate can be established.

Home Server

Make use of these settings only if you run your own DynGate server! Please
note, that the term DynGate Server doesn't mean running DynGate as a
Windows® service. If you run a DynGate Server you are running a completely
independent DynGate network.

Proxy Settings

This button opens the proxy settings dialog.

DynGate Options g|

Basic Settings
¥ Logging Write debug log file to DynGate_Debug.log on your
desktop.

¥ Enable UDP Allow fast UDP connections. Disable if you
experience frequent connection problems.

¥ Useportad  Use port80 (web server) for incoming connects. Wil
speed up connections if firewall also accepts
incoming connections on port 80.

Home Server (only for users of DynGate Server)

Server name ‘

Password ,‘—‘
Proxy Settings j oK l Cancel !

The DynGate Options dialog.
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4.8. Proxy Settings

In most cases the default setting (Use Internet Explorer® proxy settings) will fit.
You can use custom settings, for example if you don't use Internet Explorer all.

= NoO proxy
Use this setting if you are directly connected to the internet.

= Use Internet Explorer® proxy settings
Use this setting if you are behind a proxy and Internet Explorer® is
already configured to work behind the proxy.

= Use manual proxy
Use this setting to manually enter your proxy settings.

Proxy Settings El

i~ No proxy

* {lse Internet Explorer proxy settings (recommended)

™ Use manual proxy:

Proxy l,-, 168.0.2 Port: l 08

No proxy for the following addresses:
Separate multiple entries with '}’

o ] co

The Proxy Settings dialog lets you customize your proxy settings.
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5. Hints

5.1. Optimizing Speed and Connectivity

TeamViewer allows you to connect to any computers over the Internet, even
behind firewalls. However, you should keep in mind that the involved http
tunneling technique by design reduces connection speed.

In order to optimize your connections you should check your connectivity by
calling

DynGate Tray Menu -=> Connectivity Status
(The DynGate symbol is displayed in your taskbar with a blue up-down-arrow
while TeamViewer is running)

DynGate Connectivity Check %)

This dialog displays the connection status of your DynGate router.
1f some of the entries do not show 'OK, please visit aur website
for detaied instructions to optimize connectivity and speed

OQutgoing  Port 80 (Http) oK
Port 5933 oK

Incoming  Port 80 (Htp) NO (frewall or port in use by 115?)
Port 5938 NO (blocked by firewall?)

Further Info ] [(refresh | [0k

The routing between two computers is automatically optimized based on the
connectivity options of both partners. In the worst case, if no partner is able to
connect to the other directly (e.g. if incoming ports are blocked on both systems
as shown in the demo above), all data has to be routed over the DynGate Server
- which will slow down the available speed.

So, in order to optimize connection speed you should try to open incoming ports
on at least one side of the connection.
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Most important in this case is port 80. This port, which is also used for all
Internet web access, is the port that most clients are able to connect to. If port
80 is blocked on your computer, you might check for one of the following
reasons:

= |If IIS (Internet Information Server = webserver) is activated on your
computer and you don't need it, you should deactivate it by stopping the
"World Wide Web Publishing Service" in the services panel.

= If you have an external firewall or a DSL router try to redirect all traffic
to ports 80 and 5938 to your local computer (mostly called port
forwarding)

= If you have a software firewall (Windows XP firewall, Zonealarm) allow
incoming connections on ports 80 and 5938
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5.2. Deactivating DynGate usage

If you've got no use for DynGate - which means you have no use for
communicating with partners behind a proxy, a firewall or a different network
segment - you can deactivate the usage of DynGate in TeamViewer:

1.

2
3.
4

Start the Extras | Options command from the TeamViewer Menu.
Switch to the General tab.
Clear the checkbox Use DynGate Router.

TeamViewer makes no more use of DynGate now. You can see that the
textbox Your 1D shows your IP-Adress from now on.

Note: You do not have to deactivate DynGate just for making LAN-Connections.
You can always use the IP-Adress of a local partner. For further information read
Connecting to a partner in the local network.
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